EMAIL REPUTATION:

IP VS. DOMAIN REPUTATION




BN
COPYRIGHT NOTICE

Copyright©2014 by Marketers Publishing Group, Inc. and www.EmailDelivered.com.

ALL RIGHTS RESERVED.

No part of this publication may be reproduced, storedin aretrieval system, or transmitted in any form or by any means,
electronic, mechanical, photocopying, recording, scanning or otherwise, except as permitted under Section 107 or 108 of
the 1976 United States Copyright Act, without either the prior written permission of the Publisher, or authorization through
paymentofthe appropriate per-copy fee.

LIMIT OF LIABILITY/DISCLAIMER OF WARRANTY:

While the publisherand author have used their best effortsin preparing this guide, they make no representations or
warranties withrespecttothe accuracy orcompleteness of the contents of this book and specifically disclaim any implied
warranties of merchantability or fithess for a particular purpose. No warranty may be created or extended by sales
representatives or written sales materials. The advice and strategies contained herein may not be suitable for your situation.
You should consultwith a professional where appropriate. Neitherthe publisher northe author shallbe liable for any loss of
profitorany othercommercial damages, including but notlimited to special, incidental, consequential or otherdamages.

IMPORTANT NOTICE
Anyreferencestobestpractices, specific ISP recommendations, and overall suggestions are as accurate as possible based
onthe date of publication. The accuracy of thisinformation cannot be guaranteed beyond the currentdate of publication.

CONTACT INFORMATION

Forgeneralinformation onourotherproducts and services, visitus online at www.EmailDelivered.com. Fortechnical
support, please send your questions viaemail to http:/support.emaildelivered.com.

Phone:(512)981-5413 | Fax:(305)675-4664

Web: www.EmailDelivered.com | Support: http:/support.emaildelivered.com

E ©Copyright2014  EmailDelivered.com  Marketers Publishing Group, Inc. QE:MAIL DELIVERED


http://www.EmailDelivered.com
http://www.EmailDelivered.com
http://www.EmailDelivered.com
www.EmailDelivered.com
http://support.emaildelivered.com
http://www.EmailDelivered.com

EMAIL REPUTATION: IP VS. DOMAIN REPUTATION

Email reputation determines whetheror notyouremailmessages willmake itto the inbox orwind upinthe junkfolder (oreven
blocked atthe source).

There aretwo components that make up youremail reputation. These include: IP reputation and domain reputation.

Both ofthese areimportantfactorsindetermining whetheror notyouremails willmakeitto the inbox and need to be fully
understood asthey relate to email inbox placement.

Inthe old days of email marketing, itwas enoughto have agood IP ‘reputation,’but sending domains are playing alargerrole
eachandeveryday. Solet’stalk abouteach ofthese email reputation factors and whatthey meanto your email program.
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IP REPUTATION

Many Internet marketers and online business owner are
familiar with the concept of “IP Reputation”. Thisis sort
oflike acreditscoreforyourlIP. There are serviceslike
Sender Score thatwill give you anumeric score basedon
the dataaboutyouremail program reportedtotheir service.

This “score” provides you ageneralindication of what’s
goingonwith youremail program. The higherthe score,
the cleaneryouroverall program. Thismeansthatyou'll
generally have lowercomplaints, alow volume of bad
addresses, no spamtraps, etc.

Ifyou’re scoreisover90, you’llsee higherinbox placement
ratesthanifyourscoreisinthe 70s or 80s, or lower.

But...the “score”thatyou canfind using such services
onlytellsasmallpartofthe story. Each ISP hasit’'sown
algorithms and metrics thatthey use to determine whether
ornotyour P hasagood quality with THEM.

Forexample, youmay have alow complaintvolume across
theboard. Usinga3rd party reportingtool, you might see
low complaints. However, you may have a high percentage
ofyourcomplaints coming fromasingle ISP. Forinstance,
AOL or Hotmail may view your IP reputation as poor, even
whenyouhave a“score” of 95.
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AOL hasit’s OWN IP reputation monitor that rates your reputation on ascale of “Bad” “Neutral” or “Good”. If you have a “bad”

reputation within AOL’s internal scoring, then you’ll find thatyour emails are often sentto the junk folder or blocked entirely
from AOL.

It'simportantto use avariety of tools to evaluate your overall IP reputation and make changes as necessary to ensure the
bestpossible IP reputation acrossthe board, with each ofthe ISPs.

Having saidthat, IP reputation alone is notenough to ensure inbox placement.

B ©Copyright2014  EmailDelivered.com  Marketers Publishing Group, Inc. E:MAIL DELIVERED


http://www.EmailDelivered.com
http://www.EmailDelivered.com
http://www.EmailDelivered.com

DOMAIN REPUTATION

While some ISPsrely more on IP reputation, others rely more on the domain.

Keepinmind, the domainreputation trickles down to any domains used
inthe emailmessage. Thisincludes domainsinthe message copy aswell
asdomainsusedinthe headers, footers, and even where yourimages are
hosted.

But, forthe purposes of this discussion, we’re going to be referring specifically
tothedomainthatshows upinthe headers, specifically the return-path
domain.

ISPs, such as Gmail, putmuch more weightonthe sendingdomain. Inother =
words, if you sendto alotofbad addresses, receive alotof complaints, etc.,
then Gmail may decide yourdomainis the problem.

Simply changing the IP address won’tresolve the problem. You’d actually —
needto setup awhole newdomain and build reputation for the new domain. ‘
*

Thereason ISPs are shiftingmore tothe domain versus solely IPis thatit’s
relatively simpleto change IP addresses, butnot so easy to change domains
duetoallthe datathatneedsto be moved.

In addition, domain reputation is much harder to detect and diagnose because V

the ISPs use their own data to determine this and don’ttypically make this
information public (or available foryouto access).
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HOW DO | KNOW IF THERE’S A PROBLEM?

How do you know if your IP reputation or your domain reputationisimpacting whether
ornotyouremailsinbox...

Thefirstsignis oftenthatyouremail messages are consistently windingupinthe
junkfolderforone or more of the major ISPs. If all of your emails are going to the spam
folder,thenit’s possible theissueis contentrelated or something related to your email
infrastructure.

Sothefirstthingyou’llwantto dois an evaluation of your overall email program.

It’s not simply enough to change your email program and geta new domain and new
IPs (plus, itrequires starting from scratch, setting things up all over again, and anew
warmup). Thisis costly and time consuming and generally will only solve the problem
forthe shortterm,ifatall.

Althoughthis IS possible as alastresort, the underlying email practices need to be
evaluated and changed before taking this step.

NOTE:Ifyouare usingashared IP (ESP service), you willnotbe able tochange the IP
addressorsendingdomain.

Having said that, let’s say thatyou do notice a problem with regard to getting your
emailstoinboxand gothroughthe stepstogetyoubacktotheinbox.

Cleanup any underlying problems FIRST.

H ©Copyright2014  EmailDelivered.com  Marketers Publishing Group, Inc. QE:MAIL DELIVERED



http://www.EmailDelivered.com
http://www.EmailDelivered.com
http://www.EmailDelivered.com

You’llwantto work through any underlying problems hurting your email program and
getthose cleared up before reworking your program. In other words, you wantto do
the following before considering the time and expense of setting things up allover
again:

+ Evaluate complaints (why you’re getting them, campaignsthatgenerate them
mostfrequently, etc.)

- Lookatlistquality (listbuilding practices, listhygiene, engagement, etc.)

« Evaluate your content. Isthe contentcausing a problem? Is your HTML
formatting correct? Are words, links or patternsin your messaging causing
problems?

+ Look atyour IP reputation. If your IP doesn’thave significantissues, then
you can probably salvage the IP address (you don’twantto keep hopping
fromIPtoIP address). Andyou don’twantto obsess overyourscore. Again,
itfluctuates evenwithinasingle day, andit’sreally justanindicator of overall
behavior.

+ Checkyourdomainreputation.

Ifyou have agoodreputation, butsee that youremailmessages are stillgoing tothe
spam folder, then you willwanttofirsttry to resolve the underlyingissue.

Ifyoucan’tresolve theissue, you may consider setting up anew domainfromwhich
tosend. Butthisreally should be alastresortand once you’re certainthatyou’ve
resolvedthe underlying problem moving forward.
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REGISTER FOR EMAILDELIVERED UPDATES

The keytoemail marketing is staying Sign upforourweekly newsletter (and Don’tforgettofollow usonlineand
ontop ofthe trends, knowingwhat'’s occasional notifications) at http:/ tosignuponourwebsite fornews,
workingnow, andwhat’'scominginthe =~ www.EmailDelivered.comtodayand updates,tips, andhelpfulresources.
future. stay ontop ofthingslike:

www.facebook.com/

Eachweek, we provide email + ISPchanges & updatesthat EmailDelivered

marketing and deliverability reports, affectdeliverability and inbox

articles, whitepapers, andtraining placement... u www.twitter.com/

i . . . emaildelivered
videos. + Emailmarketing bestpractices...

www.plus.google.com/

+ Improvingyouremail ROIL... 8 +Emaildelivered

* Increasing subscriber (p www.pinterest.com/
engagement... emaildelivered

*  Andmuch, muchmore.. www.youtube.com/user/
EmailDelivered

www.linkedin.com/company/
email-delivered
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ABOUT

EMAILDELIVERED

EmailDeliveredis your “virtual” email
administrator, handling the technical
side of email marketing while still giving
business owners and marketerstotal
controlovertheiremail.

In additionto done foryou
managementservices,
EmailDelivered also provides
consulting, training, and email
campaigndesign.

Formore information onhow
EmailDelivered helps you take back
controloveryouremail marketing
(and notbe held hostage by youremail
provider) visitus online at http:/www.
EmailDelivered.comtoday.

THE AUTHOR

Heather Seitzis the co-founder, and
Marketing Director at EmailDelivered,
anemail deliverability management
and consultingcompany basedin
Austin, Texas. Theirsole focusison
getting youremails delivered!

Heatherhasworked withtop online
business owners and marketers
aroundthe worldto help solve delivery
problems andimprove the results from
theiremail programs.

OTHER WAYS TO GET THIS
INFORMATION

Available at http://www.

EmailDelivered.com/resources
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