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As of late, we’ve seen an increase in spam traps so 
we thought it would be a good time to have a primer 
on what exactly they are, differences in types of traps, 
and the impact on you sender reputation.

Types of Traps

1. Pristine:

Pristine traps are used SOLELY to capture “spam-
mers”. These are addresses that have never been 
valid email addresses (i.e. owned by a real person). 
If you’re hitting these, there’s generally something 
wrong with your data collection processes or your 
data provider.
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2. Recycled:

These are addresses that were, at one 
point, owned by legitimate people. How-
ever, they’ve since abandoned the ad-
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dress and the ISP(s) have recycled the address and 
converted it to a trap. This is indicative of poor list 
hygiene.

3. Unknown Users:

This is a hard bounce and is often the first step for ad-
dresses in becoming a recycled spam trap. It is im-
portant to make sure these are removed each week. 
These are the types primary email addresses provid-
ed in your weekly reports.

Naturally, if you have spam traps in your list, you can 
see a drop in your scores, and consequently, your 
inbox rates. Spam traps can cause your IPs and/or 
domains to get blacklisted, and your overall IP reputa-
tion may be decreased in the event of too many hits.

So… the next question is… how are you getting these 
traps INTO your list?

Where Traps Come From

There are a handful of ways that you could be 
getting these addresses into your list includ-
ing:
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- Co-reg or affiliates
- List services (buying lists)
- Email appends
- “Forward to a Friend” scripts
- Data acquired through a purchase of a company or a 
merger
- Old email addresses that have gone out of service 
(inactive emails).
- No interaction (i.e. they’ve never opened a message, 
clicked a link, etc.)

Preventing Spam Traps

There are a number of ways that you can 
prevent spam traps throughout your email 
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program. Here are several tips for various sections of 
your program as

List Building

1. Reject bad addresses (i.e. hotmial.com, yah00.
com, etc.).
2. Reject abuse@ and postmaster@ addresses.
3. Reject user roles like sales@ or customersupport@.
4. Use double optin.
5. Provide a change of address/manage subscriptions 
option at the point of unsubscribe and in some sort of 
“preferences” center.
6. Do not purchase email addresses. Unsubscribe

1. Use a 1-click unsubscribe option.
2. Offer multiple ways to unsubscribe.
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3. Allow subscribers to modify types and frequency of 
emails.
4. Use a confirmation page for unsubscribes with infor-
mation on processing the request (this is also actually 
a good place for some opt out marketing, downgrades, 
etc.).

Bounces

1. Be sure to remove the bounces from the weekly re-
ports. If you’re adding a lot of new subscribers to your 
list in a short period of time, we recommend that you go 
in and manually remove addresses more frequently.

2. Use a company wide suppression list.
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What To Do If You’re Hitting Spam 
Traps

First things first, there’s not a “list” of traps that you 
can simply import into your database and suppress or 
remove. By nature, the information is not visible to the 
marketer.

However, there are a few things you can do to minimize/
eliminate traps:

- Remove the emails from the weekly reports consis-
tently.
- Segment by engagement.
- Remove any addresses that have no history of activity. 
(NOTE: a spam trap is, by nature, not an active mail-
box).
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