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Top 3 reasons your email

messages are in the spam
folder:




Top 3 reasons your email mes-
sages are in the spam folder:

- Infrastructure Issues (incorrect SPF re-
cords, modification to your server without
updating, etc.)

- Sender Reputation

- Content

When we are hired to troubleshoot ac-
counts, we can quickly identify whether or not
the problem may be related to infrastructure (in
many cases, the SPF records are simply incor-
rect on the “from” domains) or if there are IP
reputation issues such as a high number of bad
addresses, high complaints, spam traps, etc.

The piece of the puzzle that's not so cut

and dry is content spam filtering.

It used to be as simple as avoiding certain
words or phrases in your email content, but it's
not as easy anymore.

5 Things Spam Filters look at

- The type of message being sent (transac-
tional, marketing, etc.)

- Your subject line

- The body copy of the email (including
links IN the email as well as destination links in
some cases)

- End user feedback over time
- “From” addresses

Let’s take a quick look at each of these:

Type of Message Being Sent

Updates and transactional emails
are generally less likely to wind up in
the spam folder than marketing mes-

sages or newsletters. These types of
messages are going to be scrutinized a
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little more heavily.

Subiject Line

This is fairly straightforward.
Take a look in your spam folders
and scan the subject lines. Consider
avoiding patterns that you see there.

Body Copy

In the past, this used to be fairly simple:
Avoid “trigger” words. But that's not so much
the case now. Sure... if you overuse certain
words or try to disguise them with special char-
acters (ie cash, Fre.e, etc), it's not going to help
your case.

This isn't necessarily specific to YOUR con-
tent, but is compared against millions of email
messages the ISP receives. If your messages

have patterns similar to OTHER types
of messages that the ISPs have deter-
mined are “spam’, then your message
may be blocked as well.

find “reasons” such as:

“It contains content that’s typically
used in spam messages.’ or

“It's similar to messages that
were detected by our spam filters”

That means that other
people have sent emails
that are similar to yours

You also need to consider the domains in

that have been deter-

mined to be spam.

your messages. Not only the URLs in the con-
tent, but the destination URLs (if youre using
tracking links), URLs in the message headers,
URLs in the unsubscribe links, etc. And remem-
ber, it's not just what you see on the surface, it's
what’s in the underlying code as well.

And finally... check your HTML. If your code
is not correct, your messages have a higher
chance of hitting the spam folder.

End User Feedback Over Time

For instance, if you use Gmail, take ) ) o
_ This can either be specific to your messag-
a look in the spam folder... You may
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es or, more often than not,
the overall feedback for all
messages received at the
ISP and how users catego-
rize these messages.

Are they sending sim-
ilar messages to the spam
folder? Are they marking
similar messages that are IN the spam folder as
“not spam’?

From Addresses:

Aside from the from address DOMAIN po-
tentially causing problems (either due to a poor

reputation or missing SPF records, for example),

weve seen that certain from addresses have
caused messages to not only go to spam, but
also specific email addresses.

For example, we were recently trouble-
shooting for a client who found their email in
Gmail spam with the following warning:

“Be careful with this message. Similar
messages were used to steal people’s personal
information. Unless you trust the sender, don't

click links or reply with personal information’”

After extensive testing, we
discovered that it was something
about the actual “from email
address’, NOT the fromm DOMAIN!
Weve seen this rarely in the past
when using from addresses like
“info@” or “do-not-reply@” but
weve also recently seen it with
some addresses using the client’s

domain (i.e.bob.smith@client-
domain.com) despite the

fact that everything was
authenticated properly.

Keep in mind, it's gener-
ally never just one specific
item. The ISPs use sophis-
ticated algorithms that
give different weights to
different pieces of the puzzle.

In some cases, it may
be as simple as chang-
ing the from address.

In others, it may require
looking at several things
and modifying your from
email, subject, and mes-
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sage content.

=MAIL DELIVERED
Register for EmailDelivered Updates

The key to email marketing is staying on
top of the trends, knowing what's working now,
and what's coming in the future.

Each week, we provide email marketing
and deliverability reports, articles, whitepapers,
and training videos covering topics like:

Sign up for our weekly newsletter (and oc-
casional notifications) at http://www.EmailDe-

livered.com today and stay on top of things like:

« ISP changes & updates that affect de-
liverability and inbox placement...

Email marketing best practices...
Improving your email ROL...
Increasing subscriber engagement...

And much, much more...

Let’s Connect...

Don't forget to follow us online... and to

sign up on our website for news, updates, tips,
and helpful resources...

Twitter:
https://Twitter.com/EmailDelivered

n Facebook:
http://Facebook.com/EmailDelivered

RSS Feed:
N

feeds.feedburner.com/EmailDelivered

YouTube:

http://www.youtube.com/emaildelivered

E Pinterest:
http://pinterest.com/emaildelivered

You
Tube

About EmailDelivered

EmailDelivered is your “virtual” email ad-
ministrator, handling the technical side of email
marketing while still giving business owners and
marketers total control over their email.

In addition to done for you management
services, EmailDelivered also provides consult-
ing, training, and email campaign design.

For more information on how EmailDe-
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livered helps you take back control over your Download the Infographic:
email marketing (and not be held hostage by

your email provider) visit us online at http://

www.EmailDelivered.com today.
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Heather Seitz is the co-founder, and Mar- i .

keting Director at EmailDelivered, an email de- ‘

liverability management and consulting com-
pany based in Austin, Texas. Their sole focus is

on getting your emails delivered!

Heather has worked with top online busi-
ness owners and marketers around the world to
help solve delivery problems and improve the
results from their email programs.

Other Ways to Get This Information

(Available at http://www.EmailEelivered.com/

resources)
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